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Abstract. We describethe�rst proof systemfor concurrentprogramsbasedonCom-
municatingSequentialProcessesfor Java(JCSP).Thesystemextendsacompletecal-
culus for the JavaCardDynamicLogic with supportfor JCSP, which is modeledin
termsof theCSPprocessalgebra.Togetherwith a novel ef�cient calculusfor CSP, a
rule systemis obtainedthatenablesJCSPprogramsto beexecutedsymbolicallyand
to be checked againsttemporalproperties.The proof systemhasbeenimplemented
within theKeY tool andis publicly available.
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1. Intr oduction

Hoare's CSP(CommunicatingSequentialProcesses)[10,16,18] is a languagefor modeling
andverifying concurrentsystems.CSPhasa preciseandcompositionalsemantics.On the
otherhand,the semanticsof concurrency in Java [8] (threads)is only given in naturallan-
guage.Synchronizationis basedonmonitorsanddatatransferis primarily performedthrough
sharedmemory;it hasturnedout that engineeringcomplex programsusingtheseconcepts
directly is very dif�cult and error-prone.In addition,veri�cation of suchprogramsis ex-
tremelydif�cult andexisting approachesdo not scaleup well. The JCSPapproach[13,20]
triesto overcomethedif�culties inherentto Java threads.It de�nesa Java library thatoffers
functionscorrespondingto theoperatorsof CSP. UsingsolelyJCSPlibrary functionsfor con-
currency andcommunication(i.e.,no explicit creationof threadsandno communicationvia
sharedmemory)allows to verify the(concurrent)behavior of theJava programon theCSP
level insteadof dealingwith monitorsonJava level. Sincetheuseof JCSPonly makessense
with astrictdisciplinenot to resortdirectly to Javaconcurrency features,thisshouldnotbea
severerestriction.

The paperis organizedasfollows. In Sect.2 we give an overview of the architecture
of our veri�cation calculuswhich is presentedin detail in Sect.4–6. In Sect.3 we present
a JCSPimplementationwhich evaluatespolynomialsandservesasa runningexample.The
veri�cation of somepropertiesof the runningexampleis describedin Sect.7. Finally, in
Sect.8 we relateour veri�cation systemto existing approachesand draw conclusionsin
Sect.9.

1Correspondenceto: Philipp Rümmer, Dept. of ComputerScienceandEngineering,ChalmersUniversity
of Technology, 412-96 Gothenburg, Sweden.Tel.: +46 (0)317721028; Fax: +46 (0)31165655; E-mail:
philipp@cs.chalmers.se.
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JavaCardcalculus(1) CSPmodelof JCSP(2)

CSPcalculus(3)

Calculusfor modallogic correctnessassertions(4)

Figure1. Architectureof theveri�cation calculus

2. Ar chitecture of Veri�cation Calculus

Ourcalculusallowsto derivetruthof temporalcorrectnessassertionsof thekind S: � , where
Sis a processtermand� a formulaof somemodallogic. Theintendedsemanticsis thatthe
processdescribedby Shastheproperty� or, in moretechnicalterms,SdescribestheKripke
structure� is evaluatedin. Our approachis not limited to a particularmodallogic. E.g., in
the implementationwe usean extendedversionof HML enrichedwith a least-�xed point
operator, which allows to expressthe liveness-propertywe provedfor the runningexample
presentedin Sect.3. However, in order to explain our approachin this paperwe restrict
ourselvesto plainHennessy-Milner-Logic (HML) [9] becauseof its simplicity.

An importantpartof ourproofsystemis thecalculusfor theprogramlogic JavaCardDy-
namicLogic (JavaCardDL)thatis developedin theKeY project[1]. JavaCard[19,5] roughly
correspondsto theJava programminglanguageomitting threadsandis mainly usedfor pro-
grammingsmartcards.1 TheKeY tool is a systemfor deductiveveri�cation of JavaCardpro-
grams,respectively of Javaprogramswithout threads.

Fig. 1 shows thearchitectureof theveri�cation system,which consistsof four compo-
nents.Thesecorrespondto thefour stagesof themainveri�cation loop:

1. The �rst stagesymbolicallyexecutesJavaCardstatementsuntil a JCSPlibrary call is
reached.This is performedby thestandardKeY calculus[1].
Due to our assumptionsthat allow only explicit inter-processcommunication,there
is no interferencebetweensequentialprocesscode.The sequentialcalculusfrom the
KeY tool canthusbetakenwithout modi�cation. Froma CSPpoint of view piecesof
sequentialJavacodecanbeseenasprocessesthatproduceonly internalevents.

2. Thesecondpart—operatingin parallelwith (1)—replacestheJCSPlibrary callswithin
theprogramby their CSPmodels(seeSect.4).

3. Stage3 is a rewriting system,which transformsthe processterm into a normalform
thatallows to easilydeducethe�rst stepsof theprocess(seeSect.5).

4. Finally, in stage4, temporalcorrectnessassertionsareevaluatedwith respectto the
possibleinitial behaviorsof theprocessterm(seeSect.6).

As animportantaspectconcerninginteractive proving, a translationof theconsideredJCSP
programas a whole to a different formalism doesnever take place.Instead,eachof the
componentsworksas“lazy” aspossible,andall layersplaytogetherin aninterleavedmanner.

3. Veri�cation Example

In order to illustrate the programsthat canbe handledby our veri�cation systemwe start
with describinga simpleapplication,an implementationof Horner's rule [12] in the JCSP
framework. Theprogramonly makesuseof someof thebasicJCSPclasses;otherfunction-
ality like processingof integerstreams,which is alsoprovidedby JCSP, is re-implemented
to obtainaself-containedsystem.

1JavaCardlacks somemore featuresof Java, e.g. �oating point numbersand supportfor graphicaluser-
interfaces,but alsoofferssupportfor transactions,which is notavailablein Java.
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import jcsp .lang .*;

abstract class BinGate
implements CSProcess {

protected ChannelInputInt input0 , input1;
protected ChannelOutputInt output;
public BinGate

( ChannelInputInt input0 ,
ChannelInputInt input1 ,
ChannelOutputInt output ) {

this. input0 = input0 ;
this. input1 = input1 ;
this. output = output ;

}
}

class Adder extends BinGate {
public Adder

( ChannelInputInt input0 ,
ChannelInputInt input1 ,
ChannelOutputInt output ) {

super ( input0 , input1 , output );
}
public void run () {

while ( true )
output . write ( input0 . read () +

input1 . read () );
}

}

class Multiplier extends BinGate {
public Multiplier

( ChannelInputInt input0 ,
ChannelInputInt input1 ,
ChannelOutputInt output ) {

super ( input0 , input1 , output );
}
public void run () {

while ( true )
output . write ( input0 . read () *

input1 . read () );
}

}

class Prefix implements CSProcess {
private int value , num;
private ChannelInputInt input ;
private ChannelOutputInt output ;
public Prefix

( int value ,
int num,
ChannelInputInt input ,
ChannelOutputInt output ) {

this. value = value ;
this. num = num;
this. input = input ;
this. output = output ;

}
public void run () {

while ( num-- != 0 )
output . write ( value );

while ( true )
output . write ( input . read () );

}
}

class Propagator implements CSProcess {
private int delay , num;
private ChannelInputInt input ;
private ChannelOutputInt output ;
public Propagator

( int delay ,
int num,
ChannelInputInt input ,
ChannelOutputInt output ) {

this.delay = delay;
this.num = num;
this.input = input;
this.output = output ;

}
public void run () {

while ( delay -- != 0 )
output . write ( input . read () );

while ( num-- != 0 )
CSProcessRaiseEventInt (input . read ());

}
}

class Repeat implements CSProcess {
private int[] values ;
private ChannelOutputInt output ;
public Repeat

( int [] values ,
ChannelOutputInt output ) {

this.values = values ;
this.output = output ;

}
public void run () {

int i = 0;
while ( true ) {

output . write ( values [i] );
i = ( i + 1 ) % values .length ;

}
}

}

public class PolyEval
implements CSProcess {

private int[] values ;
private int degree , num;
private ChannelInputInt coeff ;
public PolyEval

( int [] values ,
int degree ,
int num,
ChannelInputInt coeff ) {

this.values = values ;
this.num = num;
this.degree = degree ;
this.coeff = coeff;

}
public void run () {

One2OneChannelInt [] c =
One2OneChannelInt . create ( 5 );

new Parallel (new CSProcess []
{ new Repeat (values , c[0]),

new Prefix (0, num, c[4], c[1]),
new Adder (c [1], coeff , c[2]),
new Propagator (degree * num, num,

c[2], c[3]),
new Multiplier (c [0], c[3], c[4]) })

.run ();
}

}

Figure 2. The sourcecode of the veri�ed systemfor evaluating polynomials (JCSPlibrary classes,in-
terfaces,and method calls are in bold). Apart from the special call CSProcessRaiseEventInt , all
classescan directly be compiled using the JCSPlibrary [20] and a recent version of Java. The state-
mentCSProcessRaiseEventInt (v) makesthesymbolicJavaCardinterpreterimplementedin KeY raise
an observable CSPevent jcspIntEvent(v), but doesnot have any further effects.For actually executingthe
network, onecanfor instancereplacethestatementwith System .out. println (v) .
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The evaluationof polynomialsis carriedout by a network of 5
gatesperformingbasicoperationson streamsof integers,which are
connectedusingsynchronousJCSPchannels.The codeof the com-
pletesystemis given in Fig. 2 andintroducesthe following classes:
Adder , Multiplier : Processesthatcomputepoint-wisesumsand
productsof integerstreams.In contrastto similar classesthatarepro-
videdby JCSP, pairsof input valuesarereadsequentiallyandnot in parallel,which makes
thecodea lot shorteranddoesnot affect thefunctionalityof thenetwork in thepresentset-
ting. Prefix : A processthat �rst outputsa �x edintegervaluenumtimes,andafterwards
copiesits input streamto theoutput. Propagator : A processthatcopiesthe�rst delay
inputvaluesto its output,andthatfor thesubsequentnuminputvaluesvi raisesanobservable
event jcspIntEvent(vi). We usesuch“logging” eventsto make theresultof thecomputation
visible to the formula � of a correctnessassertionS : � . Repeat : A processthat creates
a periodicalstreamof integersby repeatedlywriting the contentsof an arrayto its output.
PolyEval : Thecompletenetwork thatevaluatesa numberof polynomialsin parallel.The
computationresultis madeobservableby aninstanceof Propagator .

In principle,thecyclic network canbeusedto evaluateanarbitrarynumberof polyno-
mialspi(x) = ci;nxn + � � � + ci;0 (for i = 1; : : : ; k) of thesamedegreen in parallel.Therefore,
theinputvector�x lists thepositions(x1; : : : ; xk) thatareexamined,andthenetwork is fed the
coef�cients of thepolynomialsthroughthe streamcoeff = (c1;n; c2;n; : : : ; c1;n� 1; c2;n� 1; : : :).
ThegatesPrefix andPropagator have to besetup with thecorrectnumberk andde-
green of thepolynomials.

For thepurposeof thispaper, however, werestrictthecapacityof thenetwork by choos-
ing its channelsto bezero-buffered.As eachof thenodesis only ableto storeoneintermedi-
ateresultat a time,setup like this thesystemis boundto lock up assoonasmorethanthree
polynomialsareevaluatedat thesametime.Thiscanbeobservedbothby actuallyexecuting
the Java programandby symbolicallysimulatingthe network usingour system.Symbolic
executionwith up to threepolynomialsis describedin Sect.7.

3.1. Veri�ed Propertyof theSystem

When evaluatingpolynomials(p1; : : : ; pk) at points (x1; : : : ; xk), the network is expected
to produce,after a �nite numberof (hidden)executionsteps,a sequenceof distinguished
eventsjcspIntEvent(p1(x1)) , . . . , jcspIntEvent(pk(xk)). In termsof temporallogic, this is cap-
turedby therequirementthatoneverycomputationpatheventuallythissequenceoccursand
is only precededor interleavedwith unobservablesteps.Thetemporalformuladescribingthis
behavior is subsequentlydenotedwith eventually(p1(x1); : : : ; pk(xk)) andcanfor instancebe
expressedin themodal� -calculus[4].2 Veri�cation of thisparticularkind of propertiesis for
a �x ednumberof polynomialsof �x eddegreepossiblewithout inductive proof arguments;
for handlingpolynomialsof unboundeddegree,which leadto anunboundedruntimeof the
network, inductionwould benecessary. Sincewe have not yet investigatedtheusageof in-
ductiontechniques(as in [6]) in combinationwith our veri�cation system,we stick to the
simplerscenarioandonly considerquadraticpolynomialsin thisdocument.

To setup the veri�cation problem,the coef�cients of the polynomialsarestoredin a
bufferedJCSPchannel,andthenetwork is createdwith thecorrectparameters.Theresulting
programis judgedby the temporalformula, which for evaluationof two polynomialsin
parallelleadsto thefollowing proofobligation:

2At thispointHML is notexpressiveenough,becausethenumberof computationstepsis unknown.Herewe
haveenrichedHML with a least�x ed-pointoperatorborrowedfrom modal� -calculus.Thisextensiondoesnot
requireinductionin thecalculus.
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T( jcsp .lang . One2OneChannelInt coeff =
new jcsp.lang . One2OneChannelInt ( new jcsp.util .ints . BufferInt ( 10 ) );

coeff . write (c12); coeff . write (c22);
coeff . write (c11); coeff . write (c21);
coeff . write (c10); coeff . write (c20);
new PolyEval ( new int [] { x1 , x2 }, 2, 2, coeff ).run (); )

: eventually(c12 � x1 2 + c11 � x1 + c10 ; c22 � x2 2 + c21 � x2 + c20 )

(1)

4. CSPModel of JCSP

Processalgebraslike CSPallow processesto beassembledusingalgebraicconnectives,for
instanceusing interleaving compositionjjj (we assumefamiliarity with the CSPnotation).
JCSPfollows this conceptroughly, but offerscommunicationmeans(particularlychannels)
that only remotelycorrespondto the operatorsof CSP. For investigatingthe behavior of
JCSPprogramswe needa moreaccuratemodelingof JCSPsemantics,which we achieve
by a (non-trivial) translationof JCSPprimitivesinto CSP. This approachfollows ideasfrom
[13], thoughwe arenot aiming towardsa completereplicationof multi-threadedJava but
concentrateonJCSP.

Theusageof its own interactionfeaturesis not strictly enforcedby JCSP—forpractical
reasons—andprogramscanbewrittenin an“unclean”mannerandcircumventJCSPbyusing
sharedmemoryor similar nativeJava functionality. Sincewe believe thatsuchprogramsare
notin line with theprinciplesof JCSP, weregardthemasill-shaped.Thefollowing modelsof
JCSPoperationsaresimpli�ed insofarasthey donotpredictthecorrectbehavior of JCSPand
Java for ill-shapedprograms.Usingsucha simpli�ed semanticsfor veri�cation is bene�cial
becauseit shortensproofs,but in practiceit hasto becomplementedwith checksthatprohibit
thetreatmentof ill-shapedprogramsright from thestart.Thoughwehavenotyetinvestigated
how to realizesuchtests,it seemspossibleto reachasuf�cient precisionby employing static
analysisor typesystemsto thisend(in acompletelyautomatedmanner).

Our principal ideafor modelingJCSPprogramsis to constructa CSPprocessterm in
which sequentialJava codecan turn up as subterms(wrappedin an operatorT(�)). JCSP
components(suchaschannels)usedto setupthenetwork determinethewayin whichthese-
quentialJavapartsareconnected.To illustratethis,theprocesstermrepresentingthescenario
of two sequentialJCSPprocesses(implementedasJava programs� , � ) that communicate
throughaJCSPchannelis:

� �
idc : CHAN

�
j[ idc:� ]j

�
T(� ) jjj T(� )

� �
n idc:� (2)

CHANis a processmodelingtheJCSPchannelthatinterfaceswith theJavaprocessesT(� ),
T(� ) throughmessagesof the alphabet� . To distinguishdifferentchannels,messagesare
taggedwith anidenti�er idc.

4.1. JCSPProcesseswith Disjoint Memoryandtheir Interfaces

Thebasisfor assemblingJCSPsystemsis to givetermsT(� ) thatwrapJavaprogramsseman-
ticsasprocesses.Therefore,weassumethatsuchaprocesscanonly interactwith its environ-
mentthroughthe useof JCSPoperations;this immediatelyrulesout shared-memorycom-
munication,or any kind of communicationthatis notmodeledexplicitly throughobservable
eventsraisedby T(� ).

For de�ning thebehavior of T(� ), weequipJavawith anoperationalsemanticsin which
eachexecutionstepcan1. transform� into acontinuation� 0, 2. changethememorystateof
theprocessT(� ), or 3. make T(� ) engagein aneventa that is observableby therestof the
system(the threepossibleoutcomesdo not excludeeachother).Designingtransitionrules
for symbolicallyexecutingJava codebasedon this semantics,we were able to start with
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theoperationalsemanticsof sequentialJava that is implementedin theKeY system,which
essentiallymeansthatweonly hadto addrulesfor item3. Concerning1 and2, thebehavior
of aprogramfollows [19,8].

In JavaCardDL,memorycontentsare representedduring the symbolicexecutionof a
programusingso-calledupdates, which arelists of assignmentsto variables,attributesand
arrays.Termsandformulascanbeprecededwith updatesin orderto constructthememory
contentsthatarein effect. With updates,for instance,the transitionrule for side-effect free
assignmentsis

T(f x=e; ... g)  f x := egT(f ... g)

TheKeY systemcoversthecompleteJavaCardlanguageandlargepartsof Java in termsof
suchtransitionrules.

Observableeventsareraisedby aprocessT(� ) only whenJCSPoperations(likechannel
accessesc.write (...) ) areexecuted.Theprotocolthat is followedfor communication
througha channelis describedin Sect.4.3;asimpleroperationis theloggingcommandthat
is usedin Sect.3 to make resultsvisible. Suchoperationsarehandledwith additionalrules
thatinsertCSPconnectivesasnecessary:

T(f CSProcessRaiseEventInt ( v); ... g)  jcspIntEvent(v) ! T(f ... g)

4.2. ClassParallel

The mostbasicway of assemblingprocessesin JCSPis the classParallel for parallel
composition.Modelingthis featurein CSPis rathersimple—assumingdisjoint memoryfor
processes—andboilsdown to insertingtheinterleaving operatorjjj. Themagicoperationthat
hasto be trappedis Parallel .run , becausethis is the placewherenew processesare
actuallyspawned.For an objectparallel that is setup with childrenprocessesp1, . . . ,
pn, theeffectof therun -methodcanbemodeledin CSPasfollows:

T(f parallel .run (); ... g)  
�
T(f p1.run (); g) jjj � � � jjj T(f pn. run(); g)

�
; T(f ... g)

Sequentialcomposition; is usedto make the parentprocesscontinueits executionaf-
ter terminationof the children.Becausememorycontentsarestoredin updatesin front of
termsT(� ), eachof the processesthat are createdwill inherit the memoryof the parent
process,but will consecutively operateon a copy of that memory:write accessof the pro-
gramspi arenotvisible to otherprocesses.

4.3. Channels

Wemodelthedifferentkindsof channelsthatareprovidedby theJCSPlibrary—whichdiffer
in theway datais bufferedandhave differentaccessarbitration—following ideasfrom [13].
As alreadyshown in Eq. (2), the behavior of a channelis simulatedby an explicit routing
processCHANthat is attachedto a Java processasa slave.As a startingpoint, we adopted
theCSPmodelfrom [13] of azero-bufferedandsynchronouschannel(Fig. 3):

LEFT = write?msg! transmit! msg! ack ! LEFT

RIGHT = ready! transmit?msg! read! msg! RIGHT

ONE2ONECHANNEL =
�
LEFT j[ transmit:� ]j RIGHT

�
n transmit:� (3)
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Figure3. Model of azero-bufferedchannel

Our implementationcontainsfurther channel
models, for instancean extendedversion of the
modelshown herethatalsosupportstheJCSPalter-
nation operator. Channelswith boundedbuffering
(asusedin the exampleFig. 2) canbe handledby
thesystemaswell. However, acompletesetof CSP
characterizationsfor the JCSPchannels,together
with a systematicveri�cation that themodelsfaithfully representtheactualJCSPlibrary is
still to bedeveloped.

The JCSPoperationsfor creatingandaccessingchannelsareagainrealizedby trans-
lating them to CSPconnectives.Channelsare createdby allocatinga new channeliden-
ti�er idc (which in our implementationis just the referenceto the createdobject of
classOne2OneChannel ) andby spawning theappropriateroutingprocess:

T(f c=new One2OneChannel (); ... g)  
� �

idc : ONE2ONECHANNEL
�

j[ idc:� ]j
�
f c := idcgT(f ... g)

� �
n idc:�

TheJavaprocesscantheninteractwith thechannelaccordingto acertainprotocol,whichfor
thezero-bufferedchannellooksasfollows.

T(f c. write (o);... g)  idc:write ! msgo ! idc:ack ! T(f ... g)

T(f o=c.read ();... g)  idc:ready! idc:read?msgo ! f o := : : :gT(f ... g)

Becauseof the disjoint-memoryassumptionit is necessaryto encodethe completein-
formationthatmessagescontainassometermmsgo, which we have sofar implementedfor
integers(in combinationwith the JCSPchannelsfor integersthat for instanceareusedin
Fig. 2). Treatingarbitraryobjectsis possiblethroughmanipulationsof updatesandwill be
addedto theproofsystemin a laterversion.

5. CSPcalculus

Thegist of evaluatingHML-assertionsfor processesis thatcertaineventscanor have to be
�red in agivenstate.It is thuscrucialto obtain,for theprocesstermathand,thesummaryof
eventsthatit can�re in thenext stepandthecorrespondingprocesscontinuations.Thisgoal
is usuallyachievedby rewriting theprocessterminto acertainnormalform, from which this
informationcanbesyntacticallygleaned.

Whenworking with a naive total-ordersemantics,a typical exploration(rewriting) of a
processterm(heretheinterleaving of two processes)lookslike this:

a ! P jjj b ! Q  a ! (P jjj b ! Q) 2 b ! (a ! P jjj Q)

ThesubtermsP andQ areduplicated,andin generalthetermsizeincreasesexponentially.
On the other hand,Petri netshave beenusedin the pastto give processesa partial-

ordersemantics(alsocalledstepsemantics)[3]. The net approachavoids a total ordering
of independentevents,which helpscontainingthe stateexplosion.The representationof a
transitionsystemasa net graphis also usually morecompactthan a tree.Following this
tradition,we combinePetrinetsandconventionalprocesstermsinto oneformalism(we call
it netCSP),which allows succinctreasoning.We modelCSPeventsasnet transitions,and
theevolution of thenetmarkingcorrespondsto thederivationof adjacentprocessesthatare
reachedwhenaprocessperformsactivatedexecutionsteps
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netCSPtermsarebuilt-up incrementallyfrom theconventionalCSPprocesstermsby the
rewriting systemoutlinedin thefollowing.Theincremental,or “lazy”, mannerof exploration
allows to have Java programsinsideprocesses,since�nite netsarenot Turing-complete.It
is the �rst (to our knowledge)rewriting systemfor ef�ciently creatingcombinedprocess
representationsfrom conventionalones,andfor exploring their behavior.

5.1. MonotonicPetri nets

E M D
Figure 4. Life cycle of a
placemarking

Petrinets(see[15] for anintroduction)areaformalandgraph-
ically appealingmodellongusedfor modelingnon-sequentialpro-
cesses.To modelCSPprocessbehavior in a faithful andef�cient
way we introducea slightly modi�ed versionof Petri nets,which
wecall monotonicPetri nets. Everyplacein suchanetis in oneof thethreefollowing states:
empty(E), marked(M), or dead(D). A transitiont of amonotonicPetrinetis calledenabled
for a markingM (a mappingfrom placesto states),if all its input placesin aremarkedand
all its outputplacesout areempty:

M(in(t)) � f Mg ^ M(out(t)) � f Eg

An enabledtransitiont can�r e leadingto anew marking,which for aplacep is

Mnew(p) :=

8
>><

>>:

D if p 2 in(t)

M if p 2 out(t)

M(p) otherwise

Thus,a markingof a placecanonly evolve in monotonicprogressionasdepictedin Fig-
ure4. This allows far-reachingestimationson thebehavior of thenet(e.g.placesdepending
on deadplacesareblocked forever). Anotherimmediateandfavorableconsequenceof the
above netsemanticsis the fact thatevery non-isolatedtransitioncan�re at mostonce,just
asany particularCSPeventcanonly beraisedonce.Finally, sincemonotonicnetsareeasily
translatedto standard1-safePetrinets,all commonanalysistechniquesarestill available.

5.2. netCSP:CombiningNetsandProcessTerms

Thecombinationof conventionalprocesstermsandPetri netsis describedalgebraicallyby
enrichingthesetof usualCSPoperatorswith thefollowing four:

iP Token consumption:this term attachesa CSPprocessP to the placei of
the net.The executionof P is now causallydependenton i. If i is marked
with E thenP is currentlyblocked.P is not blockedif i is markedwith M.
Thenexecutionof P consumesthe token in i. If i is markedwith D thenP
is blockedforever (andcanberemoved).In lieu of a singleplacei a setof
placescanturnup. In thiscasea tokenis consumedfrom everyplace.

iao The transitionoperatorexpressesthat a CSPeventa is raisedby the term,
whilst a causaldependency token is consumedfrom placei andplacedin
placeo. Again,setsof placescanplay theroleof i ando.

p[v] : P The causalstateoperatorsetsthe marking of the placep in P to valuev
(which is oneof E, M, or D).

P j[L[X]R]j Q This consructis a “bookkeeping”versionof thestandardparallelismopera-
tor P j[ X ]j R, seeSection5.3.4.
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Thenew operatorsareinitially introducedby therewriting system,whichtransformsconven-
tionalCSPtermsinto thecombinedrepresentation.This rewriting systemis describedin the
following section.

5.3. Rewriting SystemFor ExploringProcessBehavior

5.3.1. TheDesiredNormalForm

The rewriting systempresentedin this sectiontransformsa CSPor a netCSPterm into the
following normalform (togetherwith animpliedmarkingM):

i1a1
o1 jjj � � � jjj inan

on jjj R (NF)

where ikak
ok are enabledtransitions,and the remainderR is blocked w.r.t. M, i.e., cannot

raiseaneventat thecurrentstage.Thelatterconditioncanbecheckedby a simplesyntactic
criterionon M dueto thebenignpropertiesof monotonicnetsdescribedabove.

The rewriting systemachievesthe normal form (NF) by pulling transitionsout of the
scopeof theleadingoperatorandmoving themtowardstheroot of theterm.Sincetermsare
�nite, thisprocedureis guaranteedto terminate.

Example1 Rewriting the channelrouting processONE2ONECHANNELthat is de�ned in
Sect.4.3,Eq.(3) to normalform yieldsthefollowing term(p andq areinitially empty):

C = readyf pg jjj write?msgf qg jjj
� f pg(transmit! msg! � � � ) j[ transmit:� ]j f qg(transmit?msg! � � � )

�
n transmit:�

| {z }
R (currentlyblocked)

In graphicalrepresentation:ready
p

R
q

write?msg

The�rst stepsof theprocessC arethuseitherreadyor write?msg.

5.3.2. TranslatingEvents(Pre�x Operator)

a P

Figure 5. CSPevents
asnettransitions

Eventsaremodeledastransitionsof thePetrinet.Firing of atransi-
tion correspondsnaturallyto theprocess'engagementin anevent.This
transformationis capturedby thefollowing rule:

a ! P  p[E] : (a f pg jjj f pgP); p new in P

In practice,the rewriting strategy would, sensibly, start applying this rule at the leftmost
possiblepositionin a term.

5.3.3. TranslatingtheChoiceOperator

P � Q

Figure 6. Nondetermi-
nisticchoice

Thechoiceoperatoralsolendsitself to a naturalrepresentation
in thePetrinetprocessframework. This is achievedby thefollowing
rule:

P 2 Q  p[M] : (f pgP jjj f pgQ); p new in P andQ
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5.3.4. TranslatingtheParallelismOperator

Thebehavior of theparallelismoperatorP j[X ]j Rvarieswith thesynchronizationsetX from
total synchronizationof two processes(P k Q) to interleaving (P jjj Q). Interleaving hasa
specialplacewithin this scaleasit introducesno dependenciesbetweenits operands.It is
treatedseparatelyin thenext section.

Here, in contrast,we assumethat the synchronizationset X is not empty. For events
includedin X we identify “matching” transitionsin bothoperandsand“merge” themoutside
of the scopeof the parallelismoperator. Sinceremoving transitionsout of the scopeloses
vital information,it is necessaryto do someadditionalbookkeeping.This is achievedwith
two listsof alreadyworked-off transitions(“buffers”) L andR, whicharepartof theextended
operatorj[L[X]R]j. In thebeginning,our rewriting systemreplacestheparallelismoperatorby
this variantwith thebuffersinitially empty:

P j[ X ]j Q  P j[ ; [X]; ]j Q

The main rewriting stepthen recordsevery (synchronized)worked-off transitionfrom an
operandin thecorrespondingbuffer:

P j[ L[X]R]j
�

iao jjj Q
�

 

8
><

>:

iao jjj
�

P j[ L[X]R]j Q
�

if a 62X

U jjj
�

P j[ L[X]R0]j Q
�

if a 2 X

whereR0 := R] f iaog andU is aninterleaving of transitions,whicharisesfrom merging iao

with all transitionsof thesamenamein buffer L:

U := jjj
il aol 2 L

i [ il ao[ ol

Thestopprocesscanstandin for an emptyQ, anda symmetricalrule canbe given for the
left operand.

Example2 WecontinueExample1 andcomplementtermC with a processready! Q that
accessesthe channelfor reading.By repeatedlyapplyingthe rule for handlingparallelism,
pendingeventsareaddedto thebuffersof theparallelismoperator, andit is deducedthatthe
wholesystemcanengagein eventreadyasits �rst step.Thebuffer contentsareunderlined.

C j[ � ]j
�
ready! Q

�
 � � �  r[E] :

�
C j[ � ]j

�
readyf rg jjj f rgQ

� �

 � � �  r[E] :
�

readyf p;rg jjj
�
R j[ readyf pg; write?msgf qg[�] readyf rg ]j f rgQ

� �

In thefollowing netdiagram,bufferedtransitionsaredenotedwith dashedboxes:

write?msg
q R

ready
p

ready
r

Q

 

ready

p
R

q
write?msg

ready

r
Q

ready
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P
P jjj Q  

Q

Figure7. Interleaving of processesis easy

5.3.5. TranslatingInterleaving

Theinterleaving compositionof two processes(A jjj B) builds a “basecase”of therewriting
system.It hasaverynaturalPetrinetrepresentation,dueto theconcurrency inherentto Petri
nets.This wayA jjj B canbetranslatedwith thenetsfor A andB simply writtensideby side.
Careshouldbe taken thoughwhile connectingto otherprocesses.In this casethe interface
placeshave to beduplicated,aswell astheconnectingtransitions.This is describedwith the
ruleshown in Fig. 7. Dueto lackof spacewe refrainfrom formally statingtheruleandrefer
to [17] wherea straightforwardbut lengthyformulationis given.

5.3.6. FurtherCSPOperators

TheCSPoperatorsfor labeling,hiding,andmessagepassing(e.g.,a?x ! P) arealsotreated
by thesystem,but omittedherefor spacereasons.

5.3.7. Correctnessof theRewriting System

Wehaveshown thecorrectnessof ourrewriting system,by �rst developingacoalgebra-based
denotationalsemanticsof the processalgebraat hand(basedon Roscoe's SOS[16]). Then
we have provedthatour rewriting systempreservesthemeaningof processtermsrelative to
this semantics.This resultis documentedin [17].

6. Evaluation of Temporal Corr ectnessAssertions

In this sectionwe considergeneralizedcorrectnessassertionsof theform S : M : � whereS
is anetCSP-term,M its initial marking,and� is a formulaof somemodallogic. Hereweuse
HML for simplicity reasons,but moreexpressivelogicsliketemporallogic or � -calculuscan
behandledaswell.

Thesyntaxof HML is de�ned by thegrammar

ForHML ::= true j : ForHML j ForHML ^ ForHML j hEventi ForHML

whereEventrangesoverasetof events.Themeaningof theBooleanconnectivesis asusual;
formulahai � holdsiff theconcernedprocess,by engagingin aneventa, reachesa state,in
which � holds.

Tab. 1 shows someHML correctnessassertionsandtheir truth values.Two of thecor-
rectnessassertionsevaluateto ff. Thereasonis that in bothcasesplaceo is alreadymarked
and,asa consequence,eventa cannotbe�red (since�ring a requiresplaceo to beempty).

6.1. Evaluationof netCSPTermsin NormalForm

The rules of the calculuspresentedin Sect.5 transforma netCSPterm into the normal
form (NF) andacorrespondingmarkingM (implied):

i1a1
o1 jjj � � � jjj inan

on jjj R; andR is blockedw.r.t. M

thatis anef�cient syntacticalrepresentationof thepossible�rst eventstheprocessmay�re.
Now calculusrules for evaluatingHML correctnessassertionscan be applied.We usea
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Gentzen-stylesequentcalculus.Sequentsareof theform � ` � where� and� aremulti-
setsof correctnessassertions.Thesemanticsof a sequentis that theconjunctionof thecor-
rectnessassertionson theleft of thesequentsymbol ` impliesthedisjunctionof theasser-
tionson theright.

Thesemanticsof asequentcalculusrule is thatif thepremisses(i.e., thesequentsabove
thehorizontalline) canbederivedin thecalculusthentheconclusion(i.e.,thesequentbelow
theline)canbederivedaswell. Note,thatin practicesequentrulesareappliedfrom bottomto
top.Thefollowing ruleallowsto evaluateHML correctnessassertions.Applied from bottom
to top, it producesa numberof new correctnessassertionsaboutthe continuationsof the
processthathave to beexaminedsubsequently.

� `
_

k=1 ;:::;n
(ik;ok)2 En(M)

ak
:= b ^

�
i1a1

o1 jjj � � � jjj inan
on jjj R

�
:
�

M + (ik; ok)
�

: � ; �

� `
�

i1a1
o1 jjj � � � jjj inan

on jjj R
�

: M : hbi � ; �
(jjj R)

Theruleconsidersall transitionsak whichareenabled,i.e., inputplacesaremarkedand
outputplacesareempty ((ik; ok) 2 En(M)). The expressionM + (ik; ok) denotesthe new
markingaftertransitionak has�red.

As anexamplewederive theHML correctnessassertion

f i1ga jjj f i2ga : (M; M) : haihai true

expressingthatthereis apossibilityfor theprocessf i1ga jjj f i2ga with initial marking(M; M)
to �re two consecutive eventsa. MarkingsM arehererepresentedaspairs (M(i1); M(i2))
sincethe processterm only containsthe placesi1 andi2 (we assumei1 6= i2). A proof us-
ing rule (jjj R) containsredundancy sincethe only differencebetweenthe newly generated
correctnessassertionsis their marking.Both,processtermandHML-formula staythesame.
Thus,an obvious improvementis to considercorrectnessassertionswith setsof markings.
Thentheexamplefrom abovecanbederivedmoreef�ciently:

�

` f i1ga jjj f i2ga : f (D; D)g : true
(trueR)

` f i1ga jjj f i2ga : f (D; M); (M; D)g : hai true
(jjj R)

` f i1ga jjj f i2ga : (M; M) : haihai true
(jjj R)

7. Verifying the Example

After loading proof goal (1) into the KeY prover its veri�cation proceedswithout further
userinteraction.Automatedapplicationof rulesis in KeY controlledby so-calledstrategies,

Table 1. Examplesof HML correctnessassertions

netCSPtermS initial markingM(o) HML formula� truth value

a
f og

E hai true tt
M hai true ff

a
f og

jjj
f og

b E haihbi true tt
M haihbi true ff

M hbi true tt
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Figure8. TheKeY proverafterloadingtheveri�cation example

Table 2. Numberof ruleapplicationsandinvocationsof JCSPprimitivesfor evaluationof polynomials

# Polynomials: 1 2 3

Ruleapplicationsin total 23551 40647 57047

One2OneChannelInt .read 19 34 49
One2OneChannelInt .write 17 32 47

new ZeroBufferInt 5 5 5
new BufferInt 1 1 1

Parallel .run 1 1 1

which in eachproof situationselecta particularrule that is supposedto be appliednext.
For theexamplewe areusinga strategy that is implementedasdescribedin Sect.6, which
eventuallyreduces(1) to thetautologytrue, proving thatthestatedpropertyholds.

7.1. Shapeof theProof

During executionof thepolynomialevaluationprogramessentiallytwo phasescanbeiden-
ti�ed: In a �rst part,thenetwork is setup, i.e.,JCSPprocessesarespawnedandchannelsare
created.Thesymbolicexecutionthereofneedsabout7000applicationsof rulesandresultsin
a CSPprocesstermthatcontains6 JCSPprocesses—thegatesthatmake up thenetwork as
well asthenetwork itself—and6 furthersubtermsmodelingtheJCSPchannelsaccordingto
theconceptfrom Sect.4.OntheJavaCardlevel, thiscorrespondsto 22objectsbeingcreated,
of which2 arearraysandtheremaining20mostlybelongto (theinternalimplementation)of
channels.

The secondphasecovers the executionof the initialized network; the numberof rule
applicationsnecessaryin this partdependson how many polynomialsareevaluatedin par-
allel (seeTab. 2). Furtherprocessesarenot spawnedin this partof theproof, which means
that the shapeof the CSPterm is mostly preserved. Consequently, the proof givesa good
presentationof the step-wiseexecutionof the network—similarly to what canbe achieved
with a debugger—that is moreover completelysymbolic.Thesecondphaseendswith a se-
quenceof events jcspIntEvent(p1(x1)) , . . . , jcspIntEvent(pk(xk)) raisedby an instanceof
classPropagator andthiscompletesthewholeproof.

Tab. 2 givesanoverview abouttheJCSPprimitivesthatareinvokedduringtheprogres-
sion of the network. The write primitive is called lessoften thanread , assomeof the
gatesarealreadywaiting for their next input (in vain)whentheproof is closed.

Theveri�cation for onepolynomialtakesabout30minon a commondesktopcomputer
(Pentium4,2.6GHz),andis mostlydeterminedby thecurrentlylimited performanceof KeY
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whendealingwith very largetermslike thenetCSPprocesstermduringsymbolicexecution.
Moregenerally, therequiredtimedependsoneachof thefour componentsof theveri�cation
systemof Sect.2. For mostlydeterministicprograms,symbolicexecution(parts(1), (2), (3))
will bethedominatingfactor, which scalesessentiallylinearin thecodelength,whereasfor
indeterministicprogramsthe explorationof the statespace(part (4)) becomesmorecostly.
Wecurrentlyonly haveanaive implementationof thetechniquesdescribedin Sect.6, which
makestheveri�cation timeclimb to about5h whentreatingtwo or threepolynomialssimul-
taneouslyin ourexample.

8. RelatedWork

To our knowledge,this paperdescribesthe �rst veri�cation systemfor Java programsin
combinationwith theJCSPlibrary.

An approachthathasalreadybeeninvestigated,in contrast,is theautomaticgeneration
of JCSPprogramsfrom veri�ed “pure” CSPimplementations,asfor instance[14]. For JCSP
systemsthathappento becreatedthiswayit canbeexpectedthatveri�cation is muchsimpler
andcanbe handledmoreef�ciently , asinterpretationof Java codeis avoided.We have not
comparedperformanceempiricallyaswe considerthetwo problemstoodifferent.

A furtherdirectionis themodelingof nativeJavaconcurrency featuresin CSPasabasis
for veri�cation, which is performedin [13]. Again, this ideadiffers signi�cantly from the
conceptunderlyingoursystem.

The EVT system[2] provides a veri�cation environment for Erlang programsbased
on the �rst-order � -calculus.Similar to our methodis the usageof temporalcorrectness
assertionsin EVT, andweexpectthatmany resultsderivedin theEVT project—particularly
concerninginductionfor the � -calculusandcompositionalveri�cation—canalsobeuseful
for verifying JCSPprograms.

A combinationof Petri netsand processalgebrais investigatedin [3], and the alge-
branetCSPis designedfollowing thisideatoaconsiderabledegree.Apartfrom that,thecom-
parisonof processalgebraandPetri netshasa long tradition,seefor instance[7]. A trans-
lation of CSPprocesstermsto Petri netscomparableto our calculusfor netCSPis outlined
in [11] (but without integratingthe two formalisminto onelanguageandgiving a rewriting
system),wherethePetrinetrepresentationis usedfor analysispurposes.

9. Conclusion

We have presenteda completeveri�cation approachfor concurrentJava or JavaCardpro-
gramswritten using the JCSPlibrary. The methodhas beenimplementedon top of the
KeY systemfor deductiveveri�cation of Javaprogramsandcanbeappliedfor ensuringprop-
ertiesof real-world programs,with the restrictionthat concurrency in the programsmust
be implementedpurely using JCSPfunctionality insteadof the correspondingnative Java
features(likesharedmemory).

Our veri�cation systemconsistsof four different layersthat aremostly orthogonalto
eachother, andthatcanall berealizedor developedfurtherindependently. Thebasisis acal-
culusfor thesymbolicexecutionof sequentialJava programs,which in our implementation
is thealreadyexisting (complete)symbolicinterpreterof theKeY prover. This interpreteris
lifted to theconcurrentcaseby embeddingsequentialJava programsin CSPterms.In order
to make theexecutionof JCSPprimitivespossible,we addCSPmodelsof JCSPclassesand
methods:currentlyaselectionof differentJCSPchannels,alternation,andthemostimportant
JCSPprocesscombinator(parallelism)aresupported.
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These�rst two componentsenableanincrementaltranslationof JCSPprogramsto CSP
terms.Thebehavior of suchterms(resp.therepresentedprocesses)is exploredstepwiseby a
calculusfor CSP, for whichwehavechosena rewriting systemthatoperatesonanextension
of CSP(callednetCSP)integratingprocessalgebrawith Petri nets.Theusageof Petri nets
at this point avoidsanearly total orderingof executionstepsandhasin our implementation
found to be by far more ef�cient than rewriting systemsestablishingtree-shapednormal
formsof CSPterms.

In a lastphase,thebehavior of theCSPprocessis checkedagainsta temporalspeci�ca-
tion. That issueis discussedfor theparticularlysimplelogic HML in this paper, which can
beregardedasbasisfor practicallymorerelevanttemporallogicslike the� -calculus.

Apart from the interpreterfor sequentialJava, we considereachof the componentsof
the veri�cation systemastarget of future work: 1. Complementthe setof supportedJCSP
featuresand verify that the CSPmodelsare faithful, 2. improve the netCSPcalculusby
integratingPetrinetreachabilityanalysis,whichcanbeusedto simplify processterms,3.add
completesupportfor morepowerful temporallogics andinduction,4. investigatehow our
methodcanbecombinedwith compositionalveri�cation techniquesasfor instancedescribed
in [6].
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