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Abstract. We describethe rst proof systemfor concurrenprogramsbasedn Com-
municatingSequentiaProcessefor Java (JCSP) The systemextendsa completecal-
culusfor the JavaCardDynamic Logic with supportfor JCSPwhich is modeledin
termsof the CSPprocessalgebraTogethemwith a novel ef cient calculusfor CSR a
rule systemis obtainedthat enablesICSPprogramso be executedsymbolicallyand
to be checled againsttemporalproperties.The proof systemhasbeenimplemented
within theKeY tool andis publicly available.
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1. Intr oduction

Hoares CSP(CommunicatingSequentiaProcesseq)0,16,18] is a languageor modeling
and verifying concurrentsystems CSP hasa preciseand compositionalsemanticsOn the
otherhand,the semanticf concurreng in Java [8] (threads)is only givenin naturallan-
guage Synchronizatiors basednmonitorsanddatatransferis primarily performedhrough
sharedmemory;it hasturnedout that engineeringcomplex programsusing theseconcepts
directly is very dif cult anderrorprone.In addition, veri cation of suchprogramsis ex-
tremelydif cult andexisting approacheslo not scaleup well. The JICSPapproach13,20]
triesto overcomethedif culties inherentto Javathreadslt de nesa Java library thatoffers
functionscorrespondingo theoperatorof CSP UsingsolelyJCSHibrary functionsfor con-
currenyy andcommunicatior(i.e., no explicit creationof threadsandno communicatiorvia
sharedmemory)allows to verify the (concurrentpehaior of the Java programon the CSP
level insteadof dealingwith monitorson Javalevel. Sincethe useof JCSPonly makessense
with astrictdisciplinenotto resortdirectly to Java concurrenyg featuresthis shouldnotbea
severerestriction.

The paperis organizedasfollows. In Sect.2 we give an overview of the architecture
of our veri cation calculuswhich is presentedn detail in Sect.4—6.In Sect.3 we present
a JCSPimplementatiorwhich evaluategpolynomialsandsenesasa runningexample. The
veri cation of somepropertiesof the running exampleis describedn Sect.7. Finally, in
Sect.8 we relate our veri cation systemto existing approachesnd drav conclusionsin
Sect.9.

1Correspondenct: Philipp Riimmer Dept. of ComputerScienceand Engineering,ChalmersUniversity
of Technology 412-96 Gothenlurg, Sweden.Tel.: +46(0)317721028; Fax: +46(0)31165655; E-mail:
philipp@cs.chalmers.se.
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JavaCardcalculus(1) CSPmodelof JCSP(2)
CSPcalculus(3)
Calculusfor modallogic correctnesgassertiong4)

Figure 1. Architectureof theveri cation calculus

2. Architecture of Veri cation Calculus

Our calculusallowsto derive truth of temporalcorrectnesassertionsf thekind S: , where
Sisaprocesgermand aformulaof somemodallogic. Theintendedsemanticss thatthe
processiescribedy Shastheproperty or, in moretechnicalterms,SdescribesheKripke
structure is evaluatedin. Our approachs not limited to a particularmodallogic. E.g.,in
the implementationwve usean extendedversionof HML enrichedwith a least- xed point
operatoy which allows to expressthe liveness-propertwe proved for the runningexample
presentedn Sect.3. However, in orderto explain our approachin this paperwe restrict
oursehesto plain Hennessy-Milnetogic (HML) [9] becausef its simplicity.

An importantpartof our proofsystemis thecalculusfor theprogramlogic JaraCardDy-
namicLogic (JavzaCardDL)thatis developedin theKeY project[1]. JavzaCard[19,5] roughly
correspondso the Java programminganguageomitting threadsandis mainly usedfor pro-
grammingsmartcard$.TheKeY tool is a systemfor deductie veri cation of JavaCardpro-
grams respectrely of Java programswithout threads.

Fig. 1 shaws the architectureof the veri cation systemwhich consistsof four compo-
nents.Thesecorrespondo thefour stagesf themainveri cation loop:

1. The rst stagesymbolicallyexecuteslavaCardstatementsintil a JCSPlibrary call is
reachedThisis performedby the standardeY calculus[1].
Due to our assumptionghat allow only explicit inter-processcommunicationthere
is no interferencebetweensequentiaprocesscode. The sequentiakalculusfrom the
KeY tool canthusbetakenwithout modi cation. Froma CSPpoint of view piecesof
sequentialava codecanbe seenasprocessethatproduceonly internalevents.

2. Thesecondpart—operatingn parallelwith (1)—replaceshe JCSRibrary callswithin
the programby their CSPmodels(seeSect.4).

3. Stage3 is arewriting systemwhich transformsthe procesgerm into a normalform
thatallows to easilydeducehe rst stepsof the procesgseeSect.5).

4. Finally, in stage4, temporalcorrectnessssertionsare evaluatedwith respectto the
possiblenitial behaiors of the procesderm(seeSect.6).

As animportantaspecttoncerningnteractve proving, a translationof the consideredCSP
programas a whole to a differentformalism doesnever take place.Instead,eachof the
componentsvorksas‘lazy” aspossibleandall layersplaytogetheiin aninterlearedmanner

3. Veri cation Example

In orderto illustrate the programsthat can be handledby our veri cation systemwe start
with describinga simple application,an implementatiorof Horner's rule [12] in the JCSP
framavork. The programonly makesuseof someof the basicJCSPclassesptherfunction-
ality like processingf integer streamswhich is alsoprovided by JCSRis re-implemented
to obtaina self-containedystem.

1JavaCardlacks somemore featuresof Java, e.g. oating point numbersand supportfor graphicaluser
interfacesput alsoofferssupportfor transactionsyhichis not availablein Java.
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import jesp .lang .*;
abstract class BinGate
implements  CSProcess {
protected Channellnputint input0 , inputl;
protected ChannelOutputint output;
public  BinGate
(' Channellnputint input0
Channellnputint inputl
ChannelOutputint output ) {
this. input0 = input0 ;
this. inputl = inputl ;
this. output = output ;
}
}
class Adder extends BinGate {
public  Adder
(' Channellnputint input0
Channellnputint inputl
ChannelOutputint output ) {
super ( input0 , inputl , output );
}
public  void run () {
while ( true )
output . write ( input0 .read () +
inputl .read () );
}
}
class  Multiplier extends BinGate {
public  Multiplier
(' Channellnputint input0
Channellnputint inputl
ChannelOutputint output ) {
super ( input0 , inputl , output );
}
public  void run () {
while ( true )
output . write ( input0 .read () *
inputl .read () );
}
}
class Prefix implements CSProcess {
private int value , num
private Channellnputint input ;
private ChannelOutputint output ;
public  Prefix
( int value ,
int num,
Channellnputint input
ChannelOutputint output ) {
this. value = value ;
this. num = num;
this. input = input ;
this. output = output ;
}
public  void run () {
while  ( num-- = 0)
output . write ( value );
while ( true )
output .write ( input .read () );
}
}
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class Propagator implements CSProcess {
private int delay , num
private  Channellnputint input ;
private  ChannelOutputint output ;
public  Propagator
( int delay ,
int num,
Channellnputint input ,
ChannelOutputint output ) {
this.delay = delay;
this.num = num;
this.input = input;
this.output = output ;
}
public void run () {
while ( delay -- = 0)
output . write ( input .read () );
while  ( num-- = 0 )
CSProcessRaiseEventint (input . read ());
}
}
class Repeat implements CSProcess ({
private int[] values ;
private  ChannelOutputint output ;
public  Repeat
(int [] values ,
ChannelOQutputint output ) {
this.values = values ;
this.output = output ;
public void run () {
int i = 0;
while  ( true ) {
output . write ( values [i] );
i =(i +1) %values .length ;
}
}
}
public class PolyEval
implements  CSProcess {
private int[] values ;
private int degree , num
private  Channellnputint coeff ;
public  PolyEval
(int [] values ,
int degree
int num,
Channellnputint coeff ) {
this.values = values ;
this.num = num;
this.degree = degree ;
this.coeff = coeff;
}
public  void run () {
One20neChannelint [] ¢ =
One20neChannelint .create ( 5 );
new Parallel (new CSProcess []
{ new Repeat (values , c[0]),
new Prefix (0, num, c[4], c[1)]),
new Adder (c[1], coeff , c[2]),
new Propagator (degree *num, num,
c[2], c[3].
new Multiplier (c[0], «c[3], c4) D

run - ();

}

Figure 2. The sourcecode of the veri ed systemfor evaluating polynomials (JCSPlibrary classes,in-

terfaces,and methodcalls are in bold). Apart from the specialcall CSProcessRaiseEventint

, all

classescan directly be compiled using the JCSP library [20] and a recentversion of Java. The state-

mentCSProcessRaiseEventint

(v) makesthesymbolicJavaCardinterpreteimplementedn KeY raise

an obsenable CSPevent jcspintEvenys), but doesnot have ary further effects. For actually executingthe

network, onecanfor instanceaeplacethe statementith System .out.

printin  (v)
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The evaluationof polynomialsis carriedout by a network of 5
gatesperformingbasicoperationson streamsof integers,which are
connectedusing synchronous)CSPchannelsThe codeof the com-
plete systemis givenin Fig. 2 andintroducesthe following classes:
Adder , Multiplier : Processethatcomputepoint-wisesumsand
productsof integerstreamslin contrasto similar classeshatarepro-
vided by JCSPpairsof input valuesarereadsequentiallyandnot in parallel,which makes
the codea lot shorteranddoesnot affect the functionality of the network in the presenset-
ting. Prefix : A procesghat rst outputsa x edintegervaluenumtimes,andafterwards
copiesits input streamto the output. Propagator : A procesghatcopiesthe rst delay
inputvaluesto its output,andthatfor thesubsequemntuminputvaluesy; raisesanobsenrable
eventjcspintEventv,). We usesuch“logging” eventsto make the resultof the computation
visible to the formula of a correctnessssertiorS: . Repeat : A procesghatcreates
a periodicalstreamof integersby repeatedlywriting the contentsof an arrayto its output.
PolyEval : Thecompletenetwork thatevaluatesa numberof polynomialsin parallel. The
computatiorresultis madeobsenableby aninstanceof Propagator

In principle,the cyclic network canbe usedto evaluatean arbitrarynumberof polyno-
mialspi(X) = Ci.nX" + + Cio (fori = 1;:::;K) of thesamedegreen in parallel.Therefore,

ThegatesPrefix andPropagator have to be setup with the correctnumberk andde-
green of the polynomials.

For the purposeof this paper however, we restrictthe capacityof the network by choos-
ing its channeldo be zero-uffered.As eachof thenodess only ableto storeoneintermedi-
ateresultatatime, setup lik e thisthe systemis boundto lock up assoonasmorethanthree
polynomialsareevaluatedat the sametime. This canbe obsenedbothby actuallyexecuting
the Java programandby symbolically simulatingthe network using our system.Symbolic
executionwith up to threepolynomialsis describedn Sect.7.

3.1. Veri ed Propertyof the System

to produce,aftera nite numberof (hidden)executionsteps,a sequencef distinguished
eventsjcspintEventpi(x1)), ..., jcspIintEvenipk (X)) . In termsof temporallogic, thisis cap-
turedby therequirementhaton every computatiorpatheventuallythis sequenceccursand
isonly precedear interleavedwith unobserablestepsThetemporaformuladescribinghis

expressedn themodal -calculus{4].? Veri cation of this particularkind of propertieds for

a x ed numberof polynomialsof x eddegreepossiblewithout inductive proof alguments;
for handlingpolynomialsof unboundediegree,which leadto an unboundeduntime of the
network, inductionwould be necessarySincewe have not yet investigatedhe usageof in-

ductiontechniquegqasin [6]) in combinationwith our veri cation system,we stick to the
simplerscenaricaandonly considerquadratigpolynomialsin this document.

To setup the veri cation problem,the coefcients of the polynomialsare storedin a
bufferedJCSPchannelandthe network is createdwith the correctparametersTheresulting
programis judged by the temporalformula, which for evaluationof two polynomialsin
parallelleadsto thefollowing proof obligation:

2At this pointHML is notexpressve enough pecausehe numberof computatiorstepss unknovn. Herewe
have enrichedHML with aleast x ed-pointoperatotborrovedfrom modal -calculus.This extensiondoesnot
requireinductionin the calculus.
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T(jcsp .lang . One20neChannelint  coeff =

new jcsp.lang . One20neChannelint  ( new jcsp.util .ints . Bufferint (10) )
coeff . write (c12); coeff .write (c22);
coeff . write (cl1l1); coeff .write (c21); (1)
coeff . write (c10); coeff .write (c20);
new PolyEval ( new int [] { x1, x2 }, 2, 2, coeff )run (); )

eventuallfc12 x12+ cll x1 + cl10; c22 x22+ ¢c21 x2 + c20)

4. CSPModel of JCSP

Processalgebradike CSPallow processe$o be assembledisingalgebraicconnectves,for
instanceusing interlearing compositionjj (we assumeamiliarity with the CSP notation).
JCSPfollows this conceptroughly, but offers communicatiormeangparticularlychannels)
that only remotely correspondo the operatorsof CSP For investigatingthe behaior of
JCSPprogramswe needa more accuratemodelingof JCSPsemanticswhich we achieve
by a (non-trivial) translationof JCSPprimitivesinto CSP This approacHollows ideasfrom
[13], thoughwe are not aiming towardsa completereplicationof multi-threadedlava but
concentraten JCSP

Theusageof its own interactionfeatureds not strictly enforcedoy JCSP—forpractical
reasons—angrogramsanbewrittenin an“unclean”’manneandcircumwentJCSFoy using
sharednemoryor similar native Java functionality Sincewe believe thatsuchprogramsare
notin line with theprinciplesof JCSPwe regardthemasill-shaped.Thefollowing modelsof
JCSPoperationsaresimpli ed insofarasthey donotpredictthecorrectoehaior of JCSPand
Javafor ill-shapedprogramsUsing sucha simpli ed semanticgor veri cation is bene cial
becausd shortengroofs,butin practiceit hasto becomplementeavith checkghatprohibit
thetreatmenbf ill-shapedprogramsight from thestart. Thoughwe have notyetinvestigated
how to realizesuchtests it seemgossibleto reacha sufcient precisionby employing static
analysisor typesystemgo this end(in acompletelyautomatednanner).

Our principal ideafor modelingJCSPprogramsis to constructa CSPprocesgermin
which sequentiallava codecanturn up as subtermswrappedin an operatorT( )). JCSP
componentgsuchaschannelsusedto setup thenetwork determinghewayin whichthese-
guentialJava partsareconnectedTo illustratethis, theprocessermrepresentinghescenario
of two sequentialCSPprocessegimplementedas Java programs , ) thatcommunicate
througha JCSPchannels:

ide : CHAN f[ide: § T()iiT() nide )

CHANIs a processnodelingthe JCSPchannethatinterfaceswith the Java processe3( ),
T( ) throughmessagesf the alphabet . To distinguishdifferentchannelsmessagesre
taggedwith anidenti er id..

4.1. JCSPProcesseswvith Disjoint Memoryandtheir Interfaces

Thebasisfor assembling CSPsystemss to givetermsT( ) thatwrapJavaprogramseman-
ticsasprocessesl hereforewe assumehatsucha processanonly interactwith its erviron-

mentthroughthe useof JCSPoperationsthis immediatelyrulesout shared-memorgom-

munication,or ary kind of communicatiorthatis not modeledexplicitly throughobsenable
eventsraisedby T( ).

For de ning thebehaior of T( ), we equipJavawith anoperationasemanticsn which
eachexecutionstepcanl. transform into acontinuation ° 2. changethe memorystateof
theprocessI( ), or 3. make T( ) engagan aneventa thatis obserableby therestof the
system(the threepossibleoutcomesdo not exclude eachother). Designingtransitionrules
for symbolically executingJava code basedon this semanticswe were ableto startwith
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the operationakemanticof sequentialava thatis implementedn the KeY systemwhich
essentiallymeanghatwe only hadto addrulesfor item 3. Concernindl and2, the behaior
of aprogramfollows[19,8].

In JavaCardDL,memorycontentsare representediuring the symbolic executionof a
programusing so-calledupdateswhich arelists of assignment$o variables attributesand
arrays.Termsandformulascanbe precededvith updatesn orderto constructthe memory
contentghatarein effect. With updatesfor instancethe transitionrule for side-efect free
assignmentss

T(fx=e; .. Q) fx = egT(f... Q)

TheKeY systemcoversthe completeJavaCardlanguageandlarge partsof Javain termsof
suchtransitionrules.

Obsenableeventsareraisedby aprocess ( ) only whenJCSPoperationglik e channel
accesses.write  (...) ) areexecuted.The protocolthatis followedfor communication
througha channeis describedn Sect.4.3; a simpleroperationis theloggingcommandhat
is usedin Sect.3 to make resultsvisible. Suchoperationsare handledwith additionalrules
thatinsertCSPconnectvesasnecessary:

T(f CSProcessRaiseEventint (v); ... 0 jcspintEvengv) I T(f... Q)
4.2. ClassParallel

The mostbasicway of assemblingorocessesn JCSPis the classParallel for parallel
composition Modelingthis featurein CSPis rathersimple—assuminglisjoint memoryfor
processes—anbils down to insertingtheinterleaving operatotijj. Themagicoperatiorthat
hasto be trappedis Parallel .run , becausehis is the placewherenew processesre
actuallyspavned.For an objectparallel thatis setup with childrenprocessegl, ...,
pn, the effect of therun -methodcanbe modeledn CSPasfollows:

T(fparallel .run (); .. Q)
T(fpl.run (; 9 ii i T(fpn. run(); 9) ; T(f... 9

Sequentialcomposition; is usedto make the parentprocesscontinueits execution af-
ter terminationof the children.Becausenemorycontentsare storedin updatesn front of
termsT( ), eachof the processeshat are createdwill inherit the memory of the parent
processhut will consecutrely operateon a copy of that memory:write accessf the pro-
gramspi arenotvisible to otherprocesses.

4.3. Channels

We modelthedifferentkindsof channelghatareprovidedby the JCSRHibrary—whichdiffer
in theway datais bufferedandhave differentaccesarbitration—follonving ideasfrom [13].
As alreadyshawvn in Eq. (2), the behaior of a channelis simulatedby an explicit routing
proces<CHAN thatis attachedo a Java processasa slave. As a startingpoint, we adopted
the CSPmodelfrom [13] of a zero-lufferedandsynchronoughannelFig. 3):

LEFT = write?msg! transmit msg! adk! LEFT
RIGHT = ready! transmit?msg! read!msg! RIGHT
ONE2ONECHANNEL = LEFT|[transmit J RIGHT n transmit 3)
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Our implementationcontainsfurther channel

models, for instancean extendedversion of the "= 1°* el [ readmsg
modelshowvn herethatalsosupportgshe JCSPalter LEFT transmit.msg T
nation operator Channelswith boundedbuffering

(asusedin the exampleFig. 2) canbe handledby ONE20ONECHANNEL

thesystemaswell. However, acompletesetof CSP  Figyre3. Modelof azero-ufferedchannel
characterizationgor the JCSPchannelstogether

with a systematioveri cation thatthe modelsfaithfully representhe actualJCSPlibrary is
still to bedeveloped.

The JCSPoperationdor creatingand accessinghannelsare againrealizedby trans-
lating themto CSP connectves. Channelsare createdby allocatinga newv channeliden-
tier id. (which in our implementationis just the referenceto the createdobject of
classOne20neChannel ) andby spavning the appropriateouting process:

T(fc=new One20neChannel (); ... Q)
idc : ONE2ONECHANNELjid.: J fc:=idgT(f... g nidc:

TheJavaprocessantheninteractwith thechannelccordingo a certainprotocol,which for
thezero-lufferedchannelooksasfollows.

T(fc. write (0);... 0) idc:write!msg ! idcadk! T(f... Q)
T(fo=c.read ();... 0) idc:ready! idcread?msg ! fo:= :::gT(f... Q)

Becauseof the disjoint-memoryassumptiorit is necessaryo encodethe completein-
formationthat messagesontainassometerm msg,, which we have sofar implementedor
integers(in combinationwith the JCSPchanneldor integersthat for instanceare usedin
Fig. 2). Treatingarbitrary objectsis possiblethroughmanipulationsof updatesandwill be
addedo the proof systemin alaterversion.

5. CSPcalculus

The gist of evaluatingHML-assertiondor processess thatcertaineventscanor have to be
red in agivenstatelt is thuscrucialto obtain,for theprocesgermat hand,the summaryof
eventsthatit can re in thenext stepandthe correspondingrocessontinuationsThis goal
is usuallyachieredby rewriting the procesgerminto a certainnormalform, from whichthis
informationcanbe syntacticallygleaned.

Whenworking with a naive total-ordersemanticsa typical exploration(rewriting) of a
procesgerm(heretheinterleaving of two processedpokslik e this:

a! Pjib! Q a! (Pjjb! Q2b! (a! PjjQ)

Thesubtermd? andQ areduplicated andin generakhetermsizeincreasegxponentially

On the other hand, Petri netshave beenusedin the pastto give processes partial-
ordersemanticqalso called stepsemantics)3]. The netapproachavoids a total ordering
of independenevents,which helpscontainingthe stateexplosion. The representationf a
transitionsystemas a net graphis also usually more compactthan a tree. Following this
tradition,we combinePetrinetsandcorventionalprocessermsinto oneformalism(we call
it netCSP)which allows succinctreasoningWe model CSPeventsas net transitions,and
the evolution of the netmarkingcorrespondso the derivationof adjacenprocessethatare
reachedvhena procesgerformsactivatedexecutionsteps
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netCSRermsarebuilt-up incrementallyfrom thecorventionalCSPprocessermsby the
rewriting systemoutlinedin thefollowing. Theincrementalor “lazy”, manneiof exploration
allows to have Jara programsnside processessince nite netsarenot Turing-completelt
is the rst (to our knowledge)rewriting systemfor efciently creatingcombinedprocess
representationsom corventionalones,andfor exploring their behaior.

5.1. MonotonicPetri nets

Petrinets(seg[15] for anintroduction)areaformalandgraph- e @ Q
ically appealingnodellong usedfor modelingnon-sequentigbro-

cessesTo model CSPprocesshehaior in a faithful andef cient
way we introducea slightly modi ed versionof Petrinets,which
we call monotonidPetri nets Every placein suchanetis in oneof thethreefollowing states:
empty(E), marked (M), or dead(D). A transitiont of amonotonicPetrinetis calledenabled
for amarkingM (a mappingfrom placesto states)jf all its input placesin aremarkedand
all its outputplacesout areempty:

Figure 4. Life cycle of a
placemarking

M(in(t)) fMg ™ M(out(t)) fEg
An enabledransitiont can r e leadingto a new marking,whichfor aplacep is
8 : :
3 D if p2 in(t)

Mhen(p) = 5 M if p2 out(t)
" M(p) otherwise

Thus,a marking of a placecanonly evolve in monotonicprogressioras depictedin Fig-

ure4. This allows far-reachingestimationson the behaior of thenet(e.g.placesdepending
on deadplacesare blocked forever). Anotherimmediateand favorableconsequencef the

above netsemanticss the factthat every non-isolatedransitioncan re at mostonce,just

asary particularCSPeventcanonly beraisedonce.Finally, sincemonotonicnetsareeasily
translatedo standardlL-safePetrinets,all commonanalysisechniquesrestill available.

5.2. netCSP:.CombiningNetsand Processlerms

The combinationof corventionalprocesgermsandPetri netsis describedalgebraicallyby
enrichingthe setof usualCSPoperatorith thefollowing four:

'P Token consumptionthis term attachesa CSP processP to the placei of
the net. The executionof P is now causallydependenoni. If i is marked
with E thenP is currentlyblocked.P is not blockedif i is marked with M.
Thenexecutionof P consumeshetokenin i. If i is markedwith D thenP
is blocked forever (andcanbe removed).In lieu of a singleplacei a setof
placescanturnup. In this caseatokenis consumedrom every place.

'a The transitionoperatorexpresseshata CSPeventa is raisedby the term,
whilst a causaldependeng tokenis consumedrom placei andplacedin
placeo. Again, setsof placescanplay therole of i ando.

pv] : P The causalstateoperatorsetsthe marking of the placep in P to valuev
(whichis oneof E, M, or D).

PJLIX]JR) Q  Thisconsructs a “bookkeeping”versionof the standardarallelismopera-
tor Pj X] R, seeSection5.3.4.
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Thenew operatorareinitially introducedoy therewriting systemwhichtransformsorven-
tional CSPtermsinto the combinedrepresentationlhis rewriting systemis describedn the
following section.

5.3. Rewriting Systentor Exploring ProcessBehavior

5.3.1. TheDesirdNormalForm

The rewriting systempresentedn this sectiontransformsa CSPor a netCSPterminto the
following normalform (togethemwith animplied markingM):

12,0 i "a” i R (NF)

where'ka, * are enabledtransitions,and the remainderR is blocked w.r.t. M, i.e., cannot
raiseaneventatthe currentstage.Thelatterconditioncanbe checled by a simplesyntactic
criterionon M dueto the benignpropertiesof monotonicnetsdescribedabove.

The rewriting systemachiezesthe normalform (NF) by pulling transitionsout of the
scopeof theleadingoperatorandmoving themtowardstheroot of theterm. Sincetermsare
nite, this procedures guaranteedo terminate.

Example 1 Rewriting the channelrouting procesSONE20ONECHANNEIlthatis de ned in
Sect.4.3,Eq. (3) to normalform yieldsthefollowing term(p andq areinitially empty):

C = ready™ jj write ?msd % jj

"P9(transmitl msg! ) j[transmit Efqg(transmit’?msg! ) ntransmit
z

R (currentlyblocked)

In graphicalrepresentation:ready —( ) @ (O=— write ?msg
p q

The rst stepsof the proces<C arethuseitherreadyor write ?msg

5.3.2. TranslatingEventqPre x Operator)

Eventsaremodeledastransitionsof the Petrinet.Firing of atransi-
ar—{)— . . i
@ tion correspondsaturallyto the processengagement anevent. This

Figure5. CSPevents transformatioris capturedoy thefollowing rule:
asnettransitions

a! P p[E]:(afpgjjjfng); pnewin P

In practice,the rewriting stratgy would, sensibly start applying this rule at the leftmost
possiblepositionin aterm.

5.3.3. Translatingthe ChoiceOpemator

The choiceoperatoralsolendsitself to a naturalrepresentation
®<—Q—>@ in the Petrinetprocesdramework. This is achievedby thefollowing

Figure 6. Nondetermi- rule:

nistic choice

P2Q p[M] : (‘PP jj "PQ); p new in P andQ
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5.3.4. Translatingthe Parallelism Opemator

Thebehaior of theparallelismoperatoP || X R varieswith the synchronizatiorsetX from
total synchronizatiorof two processe$P k Q) to interleaving (P jj Q). Interleaving hasa
specialplacewithin this scaleasit introducesno dependenciebetweenits operandsilt is
treatedseparatelyn the next section.

Here,in contrast,we assumethat the synchronizatiorset X is not empty For events
includedin X we identify “matching” transitionsn bothoperandsind“merge” themoutside
of the scopeof the parallelismoperator Sinceremoving transitionsout of the scopeloses
vital information,it is necessaryo do someadditionalbookkeeping.This is achiezed with
two lists of alreadyworked-of transitiong“buffers”) L andR, which arepartof theextended
operatof[L[X]R]. In thebeginning,our rewriting systenreplacegheparallelismoperatorby
this variantwith the buffersinitially empty:

Pi[X]Q Pil; [X]; 1 Q

The main rewriting stepthenrecordsevery (synchronized)worked-of transitionfrom an
operandn the correspondindpuffer:

8
2'a%i PJLIXIRjQ if a62X

PIILIXIR} 'a”ji Q > Ujj PJLXRjQ ifa2X

whereR?:= R] f'a®gandU is aninterleaving of transitionswhich arisesrom meiging 'a°
with all transitionsof the samenamein buffer L:

U = ji  Thaole
1% 2 L

The stopprocesscanstandin for anempty Q, anda symmetricalrule canbe givenfor the
left operand.

Example 2 We continueExamplel andcomplementerm C with aprocesseady! Q that
accessethe channelfor reading.By repeatedlyapplyingthe rule for handlingparallelism,
pendingeventsareaddedo the buffersof the parallelismoperatorandit is deducedhatthe
whole systemcanengagen eventreadyasits rst step.Thebuffer contentsaareunderlined.

Cjl ] ready! Q r[E]: Cj J ready"jj Q

r[E]: readyP'9jj Rj[ready;write?msd®[] ready @] '°Q

In thefollowing netdiagram bufferedtransitionsaredenotedvith dashedoxes:

F |
write ?msg ready
ready —() ready P 9
P O-Q)

- -7y

-
ready H@%@ Lready |
; _
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T

Figure 7. Interleaving of processefs easy

5.3.5. Translatinginterleaving

Theinterleaving compositionof two processefA jjj B) builds a “basecase”of the rewriting
systemlt hasavery naturalPetrinetrepresentatiorgueto theconcurreng inherentto Petri
nets.Thisway A jj B canbetranslatedvith the netsfor A andB simply written sideby side.
Careshouldbe taken thoughwhile connectingo otherprocessedn this casethe interface
placeshave to beduplicated aswell asthe connectingransitions.Thisis describedwith the
rule shavn in Fig. 7. Dueto lack of spacewe refrainfrom formally statingtherule andrefer
to [17] wherea straightforvardbut lengthyformulationis given.

5.3.6. Further CSPOperators

TheCSPoperatorgor labeling,hiding,andmessag@assinde.g.,a?x! P) arealsotreated
by the system put omittedherefor spaceeasons.

5.3.7. Correctnes®f the Renriting System

We have shovn thecorrectnessf our rewriting systempy rst developingacoalgebra-based
denotationabemanticof the processalgebraat hand(basedon Roscoes SOS[16]). Then
we have provedthatour rewriting systempreseresthe meaningof procesgermsrelatve to
this semanticsThis resultis documentedhn [17].

6. Evaluation of Temporal Corr ectnessAssertions

In this sectionwe considergeneralizedorrectnesassertion®f theformS: M :  whereS
is anetCSP-termM its initial marking,and is aformulaof somemodallogic. Herewe use
HML for simplicity reasonshut moreexpressvelogicsliketemporalogic or -calculuscan
be handledaswell.

The syntaxof HML is de ned by thegrammar

ForymL = truej : Forgm J Forum. ™ ForgmL J I‘EventForHML

whereEventrangesver a setof events.Themeaningof theBooleanconnectvesis asusual;
formulahai holdsiff the concernegrocessby engagingn aneventa, reaches state,in
which holds.

Tah 1 shavs someHML correctnessssertionandtheir truth values.Two of the cor
rectnesassertiongvaluateto ff. Thereasons thatin both caseglaceo is alreadymarked
and,asaconsequence&venta cannotbe red (since ring arequiresplaceo to beempty).

6.1. Evaluationof netCSPTermsin NormalForm

The rules of the calculuspresentedn Sect.5 transforma netCSPterm into the normal
form (NF) anda correspondingnarkingM (implied):

"a i i "an i R andRis blockedw.r.t. M

thatis anef cient syntacticakepresentationf the possiblerst eventstheprocessnay re.
Now calculusrules for evaluatingHML correctnessassertionsan be applied.We usea
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Gentzen-stylsequentalculus.Sequentareof theform  ° where and aremulti-
setsof correctnessssertionsThe semanticof a sequents thatthe conjunctionof the cor-
rectnesassertion®n theleft of thesequensymbol ~  impliesthedisjunctionof theasser
tionsontheright.

Thesemantic®f asequentalculusruleis thatif thepremissegi.e.,thesequentabore
thehorizontalline) canbederivedin thecalculusthenthe conclusion(i.e.,thesequenbelow
theline) canbedervedaswell. Note,thatin practicesequentulesareappliedfrom bottomto
top. Thefollowing rule allowsto evaluateHML correctnesassertionsApplied from bottom
to top, it producesa numberof new correctnessassertionsaaboutthe continuationsof the
procesghathave to be examinedsubsequently
: a=b™ "a%ii  jima™jjR : M+ (igo)

k=1;::5n
(iki0k)2En(M)

_ _ (i R
"a % i i "an™jjiR M :hoi

Therule considersll transitionsa, which areenabledi.e.,inputplacesaremarkedand
outputplacesareempty ((ix; 0x) 2 En(M)). The expressionM + (iy; 0c) denoteshe new
markingaftertransitionay has red.

As anexamplewe derive the HML correctnesassertion

M193 jjj F29a : (M; M) : haihai true

expressinghatthereis a possibilityfor theprocess *9a jjj F'2%a with initial marking(M; M)
to re two consecutie eventsa. MarkingsM are hererepresenteas pairs (M(i1); M(i2))
sincethe procesgerm only containsthe placesi; andi, (we assumé; 6 i,). A proof us-
ing rule (jj R) containsredundang sincethe only differencebetweenthe newly generated
correctnessssertionss their marking.Both, procesgsermandHML-formula staythe same.
Thus,an obvious improvementis to considercorrectnesassertiongvith setsof markings.
Thenthe examplefrom above canbederivedmoreef ciently:

- - (trueR)
© 193 jj "'2% 1 f(D; D)g: true i R
Il R

R filgajjjfizga :f(D;M); (M;D)g : haitrue )
_ . IR
v fiagg i fizggy - (M; M) : haihai true

7. Verifying the Example

After loading proof goal (1) into the KeY prover its veri cation proceedswithout further
userinteraction Automatedapplicationof rulesis in KeY controlledby so-calledstrategies

Table 1. Examplesof HML correctnesassertions

netCSRermS initial markingM(o) HML formula  truthvalue

f og

a E hai true it
M hai true ff
a'® jj "p E heihbi true tt
M haihbi true ff
M hoi true it
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Figure 8. TheKeY proverafterloadingtheveri cation example

Table 2. Numberof rule applicationsandinvocationsof JCSPprimitivesfor evaluationof polynomials

# Polynomials: 1 2 3
Ruleapplicationsn total 23551 40647 57047
One20neChannelint .read 19 34 49
One20neChannelint  .write 17 32 a7
new ZeroBufferint 5 5 5
new Bufferint 1 1 1
Parallel .run 1 1 1

which in eachproof situationselecta particularrule thatis supposedo be applied next.
For the examplewe are usinga stratgy thatis implementedasdescribedn Sect.6, which
eventuallyreduceg1) to thetautologytrue, proving thatthe statedpropertyholds.

7.1. Shapeof the Proof

During executionof the polynomialevaluationprogramessentiallytwo phasesanbeiden-
tied: Ina rst part,thenetwork is setup,i.e.,JCSPprocessearespavnedandchannelsare
createdThesymbolicexecutionthereofneedsabout7000applicationsof rulesandresultsin
a CSPprocesgermthatcontainsé JCSPprocesses—thgatesthatmake up the network as
well asthe network itself—and6 furthersubtermsnodelingthe JCSPchannelsaccordingo
theconceptrom Sect.4. Onthe JavaCardevel, this correspond$o 22 objectsbeingcreated,
of which 2 arearraysandtheremaining20 mostlybelongto (theinternalimplementationpf
channels.

The secondphasecoversthe executionof the initialized network; the numberof rule
applicationsnecessaryn this partdependson how mary polynomialsare evaluatedin par
allel (seeTah 2). Furtherprocessearenot spavnedin this partof the proof, which means
that the shapeof the CSPtermis mostly presered. Consequentlythe proof givesa good
presentatiorof the step-wiseexecutionof the network—similarly to what canbe achiered
with a delugger—thatis morewer completelysymbolic. The secondohaseendswith a se-
guenceof eventsjcspintEventp:i(x1)), ..., jcspIntEvenipk(x)) raisedby an instanceof
classPropagator andthis completegshewhole proof.

Tah 2 givesanovervien aboutthe JCSPprimitivesthatareinvokedduringthe progres-
sion of the network. Thewrite  primitive is called lessoftenthanread , assomeof the
gatesarealreadywaiting for their next input (in vain) whenthe proofis closed.

Theveri cation for onepolynomialtakesabout30minon a commondesktopcomputer
(Pentium4 2.6GHz),andis mostly determineddy the currentlylimited performancef KeY
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whendealingwith very largetermslik e the netCSPprocesgermduringsymbolicexecution.
More generallytherequiredtime depend®n eachof thefour component®f theveri cation

systemof Sect.2. For mostlydeterministigprogramssymbolicexecution(parts(1), (2), (3))

will bethe dominatingfactor which scalesessentiallylinearin the codelength,whereador

indeterministicorogramsthe exploration of the statespace(part (4)) becomesnore costly.

We currentlyonly have anave implementatiorof thetechniqueslescribedn Sect.6, which
malkestheveri cation time climb to about5h whentreatingtwo or threepolynomialssimul-
taneouslyin our example.

8. RelatedWork

To our knowledge, this paperdescribeshe rst veri cation systemfor Java programsin
combinationwith the JCSHibrary.

An approachthathasalreadybeeninvestigatedin contrast,s the automaticgeneration
of JCSPprogramdrom veri ed “pure” CSPimplementationsasfor instancg14]. For JCSP
systemghathapperto becreatedhiswayit canbeexpectedhatveri cation is muchsimpler
andcanbe handledmoreef ciently, asinterpretationof Java codeis avoided.We have not
comparederformancempiricallyaswe considerthetwo problemsoo different.

A furtherdirectionis themodelingof native Java concurrenyg featuresn CSPasabasis
for veri cation, which is performedin [13]. Again, this ideadiffers signi cantly from the
conceptunderlyingour system.

The EVT system[2] provides a veri cation ervironmentfor Erlang programsbased
on the rst-order -calculus.Similar to our methodis the usageof temporalcorrectness
assertionsn EVT, andwe expectthatmary resultsderivedin the EVT project—particularly
concerningnductionfor the -calculusandcompositionaleri cation—canalsobe useful
for verifying JCSPprograms.

A combinationof Petri netsand processalgebrais investigatedn [3], andthe alge-
branetCSHs designedollowing thisideato aconsiderablelegree Apartfrom that,thecom-
parisonof processalgebraandPetri netshasa long tradition, seefor instance7]. A trans-
lation of CSPprocesgermsto Petrinetscomparableéo our calculusfor netCSHs outlined
in [11] (but without integratingthe two formalisminto onelanguageandgiving a rewriting
system)wherethe Petrinetrepresentatiors usedfor analysispurposes.

9. Conclusion

We have presenteda completeveri cation approachfor concurrentJava or JavaCardpro-
gramswritten using the JCSPlibrary. The methodhas beenimplementedon top of the
KeY systenfor deductve veri cation of Javaprogramsandcanbeappliedfor ensuringorop-
ertiesof real-world programs,with the restrictionthat concurreng in the programsmust
be implementedpurely using JCSPfunctionality insteadof the correspondinghative Java
featureqlik e sharednemory).

Our veri cation systemconsistsof four differentlayersthat are mostly orthogonalto
eachother andthatcanall berealizedor developedfurtherindependentlyThe basisis a cal-
culusfor the symbolicexecutionof sequentiallava programswhich in ourimplementation
is the alreadyexisting (complete)symbolicinterpreterof the KeY prover. This interpreteris
lifted to the concurrentaseby embeddingsequentiallavza programsn CSPterms.In order
to make the executionof JCSPprimitivespossible we addCSPmodelsof JCSPclassesand
methodscurrentlyaselectiorof differentJCSPchannelsalternationandthemostimportant
JCSPprocessombinator(parallelism)aresupported.
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Theserst two component&gnableanincrementatranslationof JCSPprogramgo CSP
terms.Thebehaior of suchterms(resp.therepresentegrocessesk exploredstepwiseoy a
calculusfor CSR for which we have choserarewriting systenthatoperate®n anextension
of CSP(callednetCSP)integratingprocessalgebrawith Petrinets.The usageof Petrinets
atthis point avoids an early total orderingof executionstepsandhasin ourimplementation
found to be by far more ef cient thanrewriting systemsestablishingtree-shapedormal
formsof CSPterms.

In alastphasethebehaior of the CSPprocesss checled againstatemporalspeci ca-
tion. Thatissueis discussedor the particularlysimplelogic HML in this paper which can
beregardedasbasisfor practicallymorerelevanttemporallogicslikethe -calculus.

Apart from the interpreterfor sequentiallaza, we considereachof the componentof
the veri cation systemastarget of future work: 1. Complementhe setof supportedJCSP
featuresand verify that the CSP modelsare faithful, 2. improve the netCSPcalculusby
integratingPetrinetreachabilityanalysisywhich canbeusedto simplify procesterms,3. add
completesupportfor more powerful temporallogics andinduction, 4. investigatehow our
methodcanbecombinedwith compositionaleri cation techniquessfor instancedescribed
in [6].

Acknowledgement

We thankW. Ahrendt,R. Bubel,W. MostowskiandA. Rothfor importantfeedbaclon drafts
of the paper Likewisewe areindebtedto theanorymousrefereegor helpful comments.

References

[1] WolfgangAhrendt, ThomasBaar BernhardBeclert, RichardBubel, Martin Giese,ReinerHahnle,Wol-
fram Menzel,WojciechMostowski, AndreasRoth, Stefen SchlagerandPeterH. Schmitt. TheKeY tool.
Softwae and SystenModeling 4:32-54,2005.

[2] T.Arts,G.Chugune, M. Dam,L. &.FredlundD. Gurov, andT. Noll. A tool for verifying softwarewritten
in erlang. Int. Journal of Softwae Toolsfor Technolagy Transfer 4(4):405-420August2003.

[3] J.C.M.BaetenandT. Basten.Partial-orderprocesslgebra(andits relationto Petrinets). In J. Bergstra,
A. PonseandS. Smolka,editors,Handbookof ProcessAlgebra. Elsevier, North-Holland,2001.

[4] JulianBrad eld andColin Stirling. Modallogicsandmu-calculi:anintroduction.In J.Bergstra,A. Ponse,
andS. Smolka,editors,Handbookof ProcessAlgebra. Elsevier, North-Holland,2001.

[5] ZhigunChen.JavaCard Technologyfor SmartCards: Architectule and Programmers Guide Java Series.
Addison-Wesley, 2000.

[6] M. Dam and D. Gurov. Mu-calculuswith explicit points and approximations. Journal of Logic and
Computation12(2):255-269April 2002. Abstractin Proc.FICS'00.

[7]1 U. Goltz. On RepesentingCCSProgramsby Finite Petri Nets.Number290in Arbeitspapiereler GMD.
Gesellschaftir Mathematikund DaterverarbeitungnbH, SanktAugustin,1987.

[8] James5osling,Bill Joy, Guy SteeleandGilad Bracha.TheJavalLanguaye Speci cation AddisonWesley,
2ndedition, 2000.

[9] Matthew HennessyandRobinMilner. On observingnondeterminisnandconcurreng. In Proceeding®f
the 7th Colloquiumon Automata,L anguayesand Programming pages299-309 SpringerVerlag,1980.

[10] C. A. R. Hoare. CommunicatingSequentiaProcesses Prentice-Hall, Englevood Cliffs, NJ, 1985. &
0-13-153289-8.

[11] KrishnaM. Kavi, FredericKT. SheldonandShermarReed.Speci cationandanalysisf real-timesystems
using CSPand Petri nets. International Journal of Softwae Engineeringand Knowled@ Engineering
6(2):229-2481996.

[12] DonaldE. Knuth. TheArt of ComputeiProgramming:Seminumericallgorithms Addison-Wesley, 1997.
Third edition.

[13] PH.WelchandJ.M.R.Martin. A CSPModel for Jara Multithreading. In PNixon andI.Ritchie, editors,
Softwae Engineeringfor Parallel and Distributed Systemspagesl 14—-122 ICSE 2000,IEEE Computer
SocietyPress,June2000.



218 V. Klebanaoy, Ph. RimmerS. Sclager, P.H. Scmitt/ Veri cation of JCSPPrograms

[14] V. Raju,L. Rong,andG. S. Stiles. Automatic Corversionof CSPto CTJ,JCSP,andCCSP. In JanF.
Broenink and GeraldH. Hilderink, editors, CommunicatingProcessArchitectuies 2003 pages63-81,
2003.

[15] WolfgangReisig. Petri nets:anintroduction SpringerVerlagNew York, Inc., 1985.

[16] A. W. Roscoe.Thetheoryandpracticeof concurency Prentice-Hall,1998.

[17] Philipp Rimmer Interactize veri cation of JCSPprograms. TechnicalReport2005-01,Department
of ComputerScienceand Engineering,ChalmersUniversity of Technology Gétebog, Sweden,2005.
Availableat: http://www.cs.chalmers.se/~philipp/p ublica tions l/jcsp -tr.ps .gz .

[18] Steve SchneiderConcurentandReal-Tme SystemsTheCSPApproach. JohnWiley & SonsLtd., 2000.

[19] SunMicrosystemsinc., Palo Alto/CA, USA. JavaCard 2.2 Platform Speci cation Septembe2002.

[20] PH. WelchandP.D. Austin. JavaCommunicatingsequentiaProcessebomepage. http://www.cs.
ukc.ac.uk/projects/ofaljcsp/



